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Cookie Policy

Cookies
We use cookies. Cookies are small text files that are stored on your device and can be read. A distinction

is made between session cookies, which are deleted as soon as you close your browser, and permanent
cookies, which are stored beyond the individual session. Cookies can contain data that make it possible
to recognise the device used. In some cases, however, cookies only contain information on certain
settings that cannot be related to a specific person.

We use session cookies and permanent cookies on our website. The processing is carried out on the
basis of Art. 6 para. 1lit. f GDPR and in the interest of optimising or enabling user guidance and adapting
the presentation of our website. You can set your browser to inform you about the placement of cookies.
This makes the use of cookies transparent for you. You can also delete cookies at any time using the
appropriate browser settings and prevent the setting of new cookies. Please note that our website may
then not be displayed optimally, and some functions may no longer be technically available. For the
use of cookies and similar technologies on our website, please refer to our Cookie Policy.

Further functions and offers of our website

In addition to the purely informational use of our website, we offer various services, that you can use.
For this purpose, you will usually have to provide further personal data, which we use to provide the
respective service and for which the aforementioned data processing principles apply. For the provision
of chargeable services, we will ask for additional data, such as payment details, in order to process your
order. We store this data in our systems until the statutory retention periods have expired.

a) Contact, enquiry and requests

Enquiries via our contact, enquiry and request forms may include your name, address, e-mail address,
the subject of your contact and your message. We process and store the personal data provided in the
contact enquiry solely for the purpose of processing and responding to your enquiry and contacting
you. The legal basis for the processing of your personal data is Art. 6 para. 1 lit. b) GDPR.

b) E-mail contact

If you contact us by e-mail, we will store your details for the purpose of processing the enquiry and
for any follow-up questions. We delete the data accruing in this context after the storage is no longer
necessary or restrict the processing if there are legal obligations to retain data. We only store and use
further personal data if you consent to this or if this is legally permissible without special consent. The
legal basis for the processing of your personal data is Art. 6 para. 1 lit. b) GDPR.
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c) Newsletter

When registering for our newsletter, you are required to provide your email address. Insofar as you have
given us your consent to data processing when registering for the newsletter, we process and store the
personal data provided when registering for the newsletter exclusively for the purpose of providing the
newsletter and informing you about our products, services and/or promotions in accordance with the
newsletter you have subscribed to. The legal basis for the processing of your personal data is Art.
6 para. 1 lit. @) GDPR. You can revoke your consent at any time with effect for the future. We use the
services of Send in blue of www.sendinblue.com for sending newsletters.

d) sign up

If you register, we will request mandatory and, where applicable, business data and data for our Vetting,
KYC and AML obligations (this may include E-mail, first name, last name, phone number, address,
Registered name of the Business, Trading name the Business, Business registration number, Type of the
Business, Name of Director/ Owner of the Business, Contact number of Director/ Owner of the Business,
Contact email of Director/ Owner of the Business, Name of preferred contact, and payment datg,
Licensed Address, PI License, VAT number, WDL Number, GDP Number, Minimum Order Value, Clinical
trials details, Bank Name, Account Name, IBAN & SWIFT/BIC) in accordance with our registration form for
the purposes stated. The entry of your data is encrypted so that third parties cannot read your data
when it is entered. We may also collect proof of ID, passport and proof of address and government
registration or other documents for our vetting process.

The basis for this storage is our legitimate interest in communicating with interested users according
to Art. 6 para. 1lit. f GDPR, in the case of contracts, also the storage of contract data according to Art.
6 para. 1lit. b GDPR and in the case of Vetting, KYC and AML obligations according to Art. 6 para.1lit. c
GDPR.

Your data will remain stored for as long as the registration lasts, in particular the storage is still necessary
for the fulfilment/execution of the contract, for legal prosecution by us or for our other legitimate interests
or we are required by law to retain your data (e.g, within the framework of tax retention periods).

e) Purchases

When ordering goods, it is necessary, among other things, to provide your name, e-mail address and
postal address and, if applicable, your payment data. We process and store the personal data provided
when you place an order solely for the purpose of providing you with the ordered solutions. The legal
basis for the processing of your personal data is Art. 6 para. 1 lit. b) GDPR.

f) Profile

As a registered buyer or seller, you have the opportunity to create a user profile with just a few clicks
and details. If you make use of the option, the relevant profile data you provide will be transferred to
your profile. Of course, you can change the information at any time via the settings in your profile. When
creating a profile, you can submit personal data. You have choices about the information on your
profile. You don't have to provide additional information on your profile; however, profile information
helps you to get more from our Services. It's your choice whether to include sensitive information on
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your profile and to make that sensitive information public. Please do not post or add personal data to
your profile that you would not want to be available. The legal basis for the processing of your personal
data is the establishment and implementation of the user contract for the use of the service. We store
the data until you delete your user account. Insofar as legal retention periods are to be observed,
storage also takes place beyond the time of deletion of a user account. The basis for this storage is
our legitimate interest in communicating with interested users according to Art. 6 para. 1 lit. f GDPR, in
the case of contracts, also the storage of contract data according to Art. 6 para. 1lit. b GDPR and in the
case of Vetting, KYC and AML obligations (applicable only to sellers) according to Art. 6 para.1lit. c GDPR.

g) Use of our services

If you wish to use the website, you must register. The provision of the aforementioned data is mandatory.
Subsequently, the buyers/sellers will receive a confirmation e-mail with a verification link with which he
can set up his user account, define his password and complete the registration. For these purposes, we
use the e-mail address that is or will be stored in the buyer master data for the purpose of the business
relationship.

We process personal data of buyers/sellers for the purpose of using our website and for the purpose of
fulfilling the contract. The legal basis is Art. 6 para. 1lit. b and lit. f GDPR. The buyers/sellers can manage
and change all information on the website. If you use our website, we store the data required for the
fulfilment of the contract until final deletion of the access and/or after expiry of the statutory retention
periods. For a longer period, the data could also be processed on the basis of our legitimate interest
(legal defence, debt collection, etc.). The legal basis is Art. 6 para. 1 lit. b and lit. f GDPR.To prevent
unauthorised access to your personal data by third parties, the connection is encrypted using TLS
technology. When using the website, we also collect data listed above. When using the welbsite,
no cookies are stored on your computers. Only an encrypted token is stored in the browser, which
essentially contains the name of the user and his or her rights. This data point is stored in the browser’s
internal memory and deleted there as soon as the user logs out. You can delete the token by setting
your browser software accordingly.

h) Contacting others

Of course, we also process your chats with other users as well as the content you publish, as necessary
for the operation of the services. In addition to the information, you may provide us directly, we receive
information about you from others. Users may provide information about you as they use our services,
for instance as they interact with you or if they submit a report involving you.

We also share some user information with service providers and partners who assist us in operating the
services. You share information with other users when you voluntarily disclose information on the service
(including your profile). Please be careful with your information and make sure that the content you
share is stuff that you're comfortable being visible. If you choose to limit the audience for all or part
of your profile or for certain content or information about you, then it will be visible according to your
settings. The legal basis is Art. 6 (1) b GDPR.
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i) Business relationships

In the course of our business activities, we mainly process identification data and contact data, namely
buyers/business partners or their employees, representatives. In addition, the payment and delivery
data of buyers/business partners or personal data of other natural persons are processed (identification
data, contact data, descriptive data relating to their ownership) if they are liable for the obligations of
our buyers/business partners.

The purpose of processing the above personal data is to negotiate and execute the relevant contract,
to secure and enforce obligations, to conduct business communications and correspondence or
to comply with legal obligations (tax returns, money laundering or compliance with international
sanctions). We process personal data obtained directly from buyers/sellers/business partners or from
publicly available sources.

The processing of the above personal data will only be carried out for as long as it is necessary to fulfil
the purpose(s) for which it was collected. In principle, this data is only processed for the duration of the
contractual relationship or for the duration of the statutory retention periods. However, due to our
legitimate interest (legal defence, collection of debts, etc.) or due to legal obligations, the data may
partly be processed beyond this period.

The legal basis for the aforementioned processing of personal data is the conclusion or fulfilment of a
contract, the fulfilment of legal obligations or our legitimate interest (Art. 6 para.l lit. b, c and f GDPR).

j) Administration, financial accounting, office organisation, contact management

We process data in the context of administrative tasks as well as organisation of our operations, financial
accounting and compliance with legal obligations, such as archiving. In this regard, we process the
same data that we process in the course of providing our contractual services. The purpose and our
interest in the processing lies in the administration, financial accounting, office organisation, archiving
of datq, i.e, tasks that serve the maintenance of our business activities, performance of our tasks and
provision of our services. The deletion of data with regard to contractual services and contractual
communication corresponds to the data mentioned in these processing activities.

In this context, we disclose or transfer data to consultants, such as legal advisors or auditors, as well as
other fee offices and payment service providers.

Furthermore, based on our business interests, we store information on sellers and other business
partners, e.g, for the purpose of contacting them at a later date. This data, most of which is company-
related, is generally stored permanently.

Data processing for the purpose of fraud prevention and optimisation of our payment processes. Where
applicable, we provide our service providers with further data, which they use together with the data
necessary for the processing of the payment as our processors for the purpose of fraud prevention and
optimisation of our payment processes (e.g, invoicing, processing of contested payments, accounting
support). This serves to protect our legitimate interests in our protection against fraud or in efficient
payment management, which outweigh our interests in the context of a balancing of interests.
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k) Legal defence and enforcement of our rights

The legal basis for the processing of your personal data in the context of legal defence and enforcement
of our rights is our legitimate interest. The purpose of processing your personal data in the context of
legal defence and enforcement of our rights is the defence against unjustified claims and the legal
enforcement and assertion of claims and rights.

Your personal data will be deleted as soon as they are no longer necessary to achieve the purpose for
which they were collected. The processing of your personal data in the context of legal defence and
enforcement is mandatory for legal defence and enforcement of our rights. Consequently, there is no
possibility for you to object.

I) Direct marketing

Insofar as you have also given us separate consent to process your data for marketing and advertising
purposes, we are entitled to contact you for these purposes via the communication channels you have
consented to.

m) When you send a data subject access request

The legal basis for the processing of your personal data in the context of handling your data subject
access request is our legal obligation and the legal basis for the subsequent documentation of the
data subject access request is both our legitimate interest and our legal obligation.

The purpose of processing your personal data in the context of processing data when you send a
data subject access request is to respond to your request. The subsequent documentation of the data
subject access request serves to fulfil the legally required accountability.

Your personal data will be deleted as soon as they are no longer required to achieve the purpose for
which they were collected. In the case of the processing of a data subject access request, this is three
years after the end of the respective process.

You have the possibility at any time to object to the processing of your personal data in the context
of the processing of a data subject access request for the future. In this case, however, we will not be
able to further process your request. The documentation of the legally compliant processing of the
respective data subject access request is mandatory. Consequently, there is no possibility for you to
object.

n) internal administration

We may transfer the personal data of buyers/sellers or their employees, agents, guarantors, etc. within
Medz Exchange for internal administrative purposes (e.g, accounts receivable management, controlling,
risk management, indirect purchasing, compliance with legal obligations such as tax returns, money
laundering).

Employees of Medz Exchange are trained on the data protection regulations of Medz Exchange within
the scope of an online training and are obliged to maintain the confidentiality of personal data or
security measures in accordance with internal guidelines if they participate in the processing. At Medz
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Exchange, personal data is processed automatically by means of computer technology and manually
in the form of a paper file or a file by individual authorised employees who need this data for their work
(need-to-know principle).

Within the framework of the processing of personal data, technical and organisational measures have
been taken to ensure the protection of personal data.

Updating your information

If you believe that the information, we hold about you is inaccurate or that we are no longer entitled to
use it and want to request its rectification, deletion or object to its processing, please do so within your
user account or contact us. For your protection and the protection of all of our users, we may ask you
to provide proof of identity before we can answer the above requests.

Keep in mind, we may reject requests for certain reasons, including if the request is unlawful or if it may
infringe on trade secrets or intellectual property or the privacy of another user. Also, we may not be able
to accommodate certain requests to object to the processing of personal information, notably where
such requests would not allow us to provide our service to you anymore.

External recipients
Personal data may also be disclosed to third parties (e.g., lawyers, auditors, banks, insurance companies,
law enforcement agencies, etc.) if there is a legitimate interest or a legal obligation.

Furthermore, we may pass on your personal data to third parties if this is necessary for the fulfilment
of a contract. You will receive more detailed information on this when you provide your personal data.

In the event that special conditions are granted for certain products and/or product ranges, proof
of the sales of your data will be transmitted to the corresponding manufacturer/business partner
for the purpose of reimbursement/counter-financing of the conditions paid. The legal basis for this
transmission is Art 6 (1) lit. b GDPR (contract performance), or your consent (Art 6 (1) lit. a GDPR).

In addition, personal data of buyers/sellers may be disclosed to state authorities and other institutions
if this is required by law (e.g, in the case of control bodies such as the tax office, law enforcement
agencies, executors, insolvency administrators, etc.). The legal basis for this is Art. 6 para. 1lit. ¢ GDPR.

Transfer of data
Unless otherwise stated above, we do not disclose personal data to companies, organisations, or
persons outside our company, except in one of the following circumstances:

a) data sharing with affiliated companies in the context of joint data maintenance.

Medz Exchange stores and processes your data collected from you in the course of using our website
services and visiting our website in an IT system that can only be accessed by Medz Exchange Employees
based on a strict need to know basis.
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b) With your consent

As far as already described in detail above, but in individual cases also beyond that, we pass on personal
data to companies, organisations, or persons outside our company if we have received your consent
for this (Art. 6 para. 1sentence 1lit. , if applicable in conjunction with Art. 9 para. 2 lit. a GDPR).

c) processing by other bodies

We make personal data available to other companies that are aoffiliated with us, as well as to our
third-party business partners, other trusted companies or persons who process it on our behalf. This is
done on the basis of our instructions and in accordance with our privacy policy and other appropriate
confidentiality and security measures.

d) for legal reasons

We will disclose personal data to companies, organisations or persons outside our company if we can
reasonably assume that access to this data or its use, storage or disclosure is necessary, in particular, to
comply with applicable laws, regulations or legal procedures or to comply with an enforceable official
order; the legal basis in this respect is Art. 6 para. 1 sentence 1lit. ¢, if applicable, in conjunction with Art.
9 para. 2 lit. ¢, if applicable. Art. 9 para. 2 lit. b GDPR.

Data security

Medz Exchange takes technical and organisational measures to protect your personal data against
accidental or intentional manipulation, falsification, loss, destruction, or access by unauthorised
persons. These measures are continuously adapted, improved, or extended in line with technological
developments. Access to your personal data is limited to the employees required to fulfil the purpose.

Storage and retention

Your personal data will be stored by us only for as long as is necessary to achieve the purposes for
which the data was collected or - if statutory retention periods exist that go beyond this point and for
the duration of the legally prescribed retention period (typically 6 years). We then delete your personal
data. Only in a few exceptional cases is your data be stored beyond this period, e.g, if storage is
necessary in connection with the enforcement of and defence against legal claims against us.

Medz Exchange is entitled to process your personal data insofar as this is necessary to fulfil legal
obligations. For this purpose, Medz Exchange may transfer this data in particular to authorities, law
enforcement agencies and courts. In this case, the transfer of your data is required by Art. 6 (1) (c) GDPR
for compliance with a legal obligation to which we are subject. Medz Exchange is further entitled to
process personal data if and to the extent necessary to detect or prevent misuse of this website or to
enforce claims of Medz Exchange, its employees or users, whereby the data processing in these cases
is necessary to protect these aforementioned legitimate interests of Medz Exchange pursuant to Art.
6 (1) (f) GDPR. Insofar as the disclosure of health data is necessary for the assertion of claims or the
defence against claims, the related data processing is based on Art. 9 (2) f) GDPR.
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International transfers

Our main operations are based in the Netherlands and your personal information is generally processed,
stored and used within in the Netherlands and other countries in the European Economic Area (EEA). In
some instances, your personal information may be processed outside the European Economic Area.
If and when this is the case, we take steps to ensure there is an appropriate level of security, so your
personal information is protected in the same way as if it was being used within the Netherlands and
the EEA.Where we need to transfer your data outside the Netherlands or the EEA, we will use one of the
following safeguards:

The use of approved standard contractual clauses in contracts for the transfer of personal data to third
countries.

Transfers to a non-EEA country with privacy laws that give the same protection as the Netherlands and
the EEA.

Cooperation with processors and third parties

If, in the course of our processing, we disclose data to other persons and companies (order processors
or third porties), transmit it to them or otherwise grant them access to the datg, this will only be done
n the basis of a legal permission (e.g, if a transmission of the data to third parties, such as to payment
service providers, is necessary for the performance of the contract pursuant to Art. 6 para. 1lit. b GDPR),
you have consented, a legal obligation provides for this or on the basis of our legitimate interests (e.g,
when using agents, web hosts, etc.). If we commission third parties to process data on the basis of a
so-called “processing agreement”, this is done on the basis of Art. 28 GDPR.

Personal information and children

The services available on this website are aimed at people aged 18 and over. We will not knowingly
collect, use or disclose personal information from minors under the age of 18 without first obtaining
consent from a legal guardian through direct offline contact. The parent or guardian will be provided
with (i) information about the specific type of personal information being collected from the minor, (ii)
the purpose for which it will be used, and (iii) the opportunity to object to any further collection, use or
storage of such information. We comply with youth protection laws.

Data Breaches/Notification

Databases or data sets that include Personal information may be breached inadvertently or through
wrongful intrusion. Upon becoming aware of a data breach, we will notify all affected individuals
whose Personal information may have been compromised, and the notice will be accompanied by a
description of action being taken to reconcile any damage as a result of the data breach. Notices will
be provided as expeditiously as possible after which the breach was discovered.

Obligation to provide personal information
We inform you that the provision of personal information is partly required by law (e.g, tax regulations)
or may also result from contractual regulations (e.g, information on the contractual partner).
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Furthermore, in order to conclude a contract, it may be necessary for you to provide us with personal
information that subsequently has to be processed by us. For example, you are obliged to provide
us with personal information if our company concludes a contract with you. Failure to provide the
personal information would mean that the contract could not be concluded.Before providing us with
your personal information, you should contact one of our employees. Our employee will explain to
you on a case-by-case basis whether the provision of your personal information is required by law or
contract or is necessary for the conclusion of the contract, whether there is an obligation to provide the
personal information and what the consequences would be of not providing the personal information.

Advertising

This website may use user data to communicate advertising in the form of banners and other marketing
methods - possibly based on the user’s interests. This does not mean that all personal data will be used
for this purpose. Some of the services listed below may use cookies to identify users or use so-called
behavioural retargeting. This method can also be used to identify the interests and surfing behaviour
of users who do not take place via this website, in order to specifically tailor advertisements to them.
For more information, please refer to the privacy policies of the respective services. In addition to any
exclusion (or opt-out) option offered by the services listed below, the user may opt-out of the use of
cookies by third party services by visiting the Network Advertising Initiative opt-out page.,Automated
decision-making and profiling In the event that we use personal data for the purposes of automated
decision-making and those decisions have a legal (or similarly significant effect) on you, you have the
right to challenge to such decisions under the GDPR, requesting human intervention, expressing their
own point of view, and obtaining an explanation of the decision from us.

Links to other website

The website may contain links to another website. We have no control over the privacy practices or the
content of those other website. Therefore, we recommend that you carefully read the respective privacy
policies of these other website that you visit.

Do Not Sell My Personal Information
We do not sell information that directly identifies you, like your name, address, or phone records.

Accuracy
It is important that the data we hold about you is accurate and current, therefore please keep us
informed of any changes to your personal data.

Changes
This Policy and our commitment to protecting the privacy of your personal data can result in changes
to this Policy. Please regularly review this Policy to keep up to date with any changes.
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Exercising your rights

If you would like to exercise any of our rights as set out above in the “Your rights” section above or have
a complaint, please contact us. Any such request will be responded to within one month and we might
require proof of identity to verify and process your request. For more information about these rights,
please contact us.

Queries and Complaints

Our staff is available to answer questions regarding the processing of your personal data, requests for
information, suggestions, for exercising your rights and for complaints. If you have any questions or
suggestions on the subject of data protection, please send an email directly to us.Any comments or
queries on this policy should be directed to us using the following contact details.

Medz Exchange

Symbio Farma BV,
Diamantlaan 89, 2132 WV,
Hoofddorp, Netherlands

Web: www.medzexchange.com
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